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Can our legislative infrastructure 
support a successful E-commerce?

by Krishanie Swaris Fernando

E-com m erce constitutes an international 
rubric into w hich must be filled in the 
national requirem ents. This recognition 

must extend to the legislative regime and  also 
to its practical im plem entation.

To achieve this transition one  would have to 
consider a shift o r a parcel shift from a legal 
framework w hich traditionally relies on paper 
based  legal p ro ced u res an d  requirem ents 
designed for the physical world to a cyber 
based paperless, faceless and  virtual world that 
defies traditional concepts of tim e and space.

At local levels new laws are  being envisaged 
and  proposed or enacted  with the objective of 
ensuring access to the cyber market and  build­
ing trust and confidence in the legal system.

C onsequently a predictable, transparent, and  
flexible legal environm ent w ould be  a policy 
goal.

At international levels the UNCITRAL Model 
Law on E lectronic C om m erce (1996), ICC 
guidelines, OECD guidelines and  principles 
and the EU Directives and  o ther initiatives may 
be referred.

UJhy regulate
The success of e-com m erce will depend  on 

the legislative infrastructure. An unregulated e- 
econom y  m ay p rom ote  a  lawless frontier 
th reatened  with e-crime leaving the e-con­
sum er w ithout justice and  redress.

Identifiying emerging legal issues 

Datasecuritt,)

For successful e-com m erce an electronic 
transaction has to b e  legally binding and must 
m eet certain  fundam entals: 1) sender au then ­
ticity, 2) message integrity, 3). non repudiation 
by the sender o r the recipient of the message 
resulting in admissibility as ev idence and  4). 
Message security extending to  cope with the 
risk of hacking or m asquerading, message cor­
ruption o r loss.

Public-key cryptographic technology is cu r­
rently widely recognized as an  essential tool 
for creating a secure e-transmission, while the 
verification of the authenticity and  integrity of 
the data and  the identity of the signatory may 
be confirm ed by a  Certification Authority (CA) 
by the issue of a digital certificate.The CA acts 
like a trusted electronic Notary.

Som e of the legal issues w hich will arise 
from such developm ents and  will have to be 
addressed by way of legislation are:- 1) is an 
electronic transmission a writing ? 2) what con ­
stitutes a signature within an  electronic trans­
mission? 3) the legal identity and  liabilities of 
the CA ? 4) the regulations governing the cer­

tificate issued by the CA ? 5) w ould th e  reten­
tion of docum ents in e lectronic forms suffice?

These issues m ay have to  be addressed  in the 
light of the Prevention of Frauds O rd inance of 
1840 w hich is a  m ain obstacle to  the paperless 
e-com m erce, w hich states that “No prom ise, 
contract, bargain o r agreem ent unless it b e  in 
writing and  signed by the party m aking the 
sam e, o r by som e person  there to  lawfully 
authorised  by him or her, shall be of force o r 
avail in law....."Also o ther E nactm ent’s con ta in ­
ing and  defining the w ords “D ocum ent” “Writ- 
ing”“Instrum ent”“Signature”and  the Interpreta­
tion O rdinance may have to be addressed.

In ternationally  Digital S ignature S tatu tes 
have b een  enacted  in m any states of the  USA. 
Som e are  techno log ica lly  specific  (U tah 
m odel),som e are technologically neutral (Cal­
ifornia m odel) and  o thers are a  hybrid of dif­
ferent approaches (Illinois m odel). In 1998 the 
Singapore Electronic Transactions Act w as fol­
lowed in 1999 by the Singapore Electronic 
Transactions (Certification Authority) Regula­
tions. Likewise there are  laws in C anada, Aus­
tralia, New Zealand, Malaysia, South Korea, and  
many of o the  EU countries.

The UNCITRAL Draft Uniform Rules on  Elec­
tronic Signatures, the OECD’s work following 
upon  its 1997 cryptography policy, th e  EU 
Directive proposal for a  com m on fram e work 
for e-signatures, the ICC guide lines know n as 
the G eneral usage for International Digitally 
E nsured C om m erce (GGUIDEC) may. be  
referred.

Data privacy
Key to confidence building in a netw orked 

environm ent if peop le  are  to engage in e-com-

m erce is the n eed  for Data Protection 
islation.

DP Legislation governs the m anner in |h ic h  
com puterised  data  relating to Individi 
b e  collected , held, processed, used, 
and  transferred internationally

It seeks to  curtail the  collection and 
extensive, u n au th o rised  and  indivi 
inform ation of the user of the internet.

Globally the EU Directive 95/46/EC n DP 
m ay affect trans board  flow of data to ; Third 
Country w hich does not have adequ te DP 
laws.

Sri Lanka does not have any specific IP leg­
islation.The effect of this Directive to Sri'Lanka 
is that we m ay not be  able to  export p  S p o r t  
personal da ta  to  o r from Europe unless it falls 
w ithin the exceptions to the prohibi ion on 
transfer. A further possibility which is al :#dv in 
use in m any countries is to en ter into trims bor­
d e r da ta  flow agreem ents.

The US approach  includes sector ±>ecific 
legislation, regulation, private sector codes of 
conduct.

Consumer protection

Essentially the consum er will resot 
com m erce  only if there is a  sound leg< 
net.

The C onsum er Protection Act No. 1 
the C onsum er Credit Act No. 29 of 1!
Unfair Contracts Act and  many other 
acts have no t b een  fashioned to accomr 
the  C yber consum er an d  will have 
addressed.

Also e-com m erce will not develop with ut a 
secu re and  legally binding electronic pay fent 
system. Fraudulent use and  counterfeitin are

serious concerns. E xchange contro l laws will 
also  have to  be  addressed.

Laws on  electronic C ontract formation will 
also  have to be  addressed.

A ccording to  the OEDC guide lines for con­
sum er p rotection  in on-line com m erce - on 
line shoppers should  b e  afforded effective pro­
tection  that is not less than  protection afforded 
off line. The EU Directive on d istance selling 
a n d  con trac t form ation may also be  referred.

Intellectual property

The transition from the  protection of tradi­
tional inform ation to  th e  protection  of open 
public  global networks such as the Internet 
will n eed  consideration for new  laws.

Liability of service providers, e-mail opera­
tors an d  o ther interm ediaries for the con ten t 
an d  co n d u c t of e-com m erce sites m ay have to 
b e  accom m odated .

Also the legal im plications of digital m anip­
ulations such as m orphing, framing, m eta tag­
ging, hyper fiction, cookie, spanning, browsing, 
m irror sites etc. may have to be  considered.

As such  the uncertain ties w hich surround 
the elec tron ic  d im ensions of Intellectual Prop­
erty  Laws will seriously h inder e-com m erce 
developm ent since com m ercially im portant 
inform ation will be w ithheld from uncertain 
m ethods of distribution and  the theft of piracy 
th rea ten  a  successful e-com m erce. In this light 
the C ode of Intellectual Property Act will have 
to  b e  addressed.

Internationally the effective im plem entation 
of th e  WIPO Copyright Treaty and  th e  WIPO Per­
form ers and  Phonogram s Treaty adop ted  in 
1996 is an  effort to  raise a minim um  standard 
particularly  with respect to net work based 
delivery of copyright material.

D evelopm ent of e-com m erce w ould also 
d ep en d  upon  th e  encouragem ent and  protec­
tion of the patentable innovations in the fields 
of com pu ter technology including com puter 
softw are, com pu ter hardw are, telecom m unica­
tion etc.

A trade m ark is a vital aspect of trading on 
th e  w eb. H ow ever trad e  m ark clashes are 
b eg in n in g  to  a p p e a r  on  th e  Internet. For 
in s tance  since very few com panies may have 
the ir trade  m arks registered in all countries an 
advertisem ent pu t on  the in ternet in one  coun­
try by th e  ow ner of that m ark in that country 
m ay infringe th e  registered trade  m ark of 
an o th e r coun try  w hich has it registered in that 
co u n try  in w hich  th e  advertisem en t is 
accessed  and  read.

D om ain nam es are  th e  new  branding issue 
w hich arises w ith in ternet com m erce. There 
are  m any instances w here fam ous trade marks 
are m isappropriated  as dom ain  nam es by third 
parties erod ing  the value  of the m ark and  mis­
lead ing  th e  co n su m er an d  dom ain  nam e pira­

cy. These new  issues m ust be  addressed. In 
1997 a body know n as th e  International Ad 
H oc Comm ittee (IAHC) p roposed  for private 
registries to allocate dom ain  nam es and  also 
proposed a  dispute p rocedu re  using the WIPO 
arbitration procedures.

Evidence

The w hole co n cep t of a  legal e-com m erce 
may fall qpart for th e  lack of practical adm inis­
tration of elec tronic evidence. The Evidence 
O rdinance nor its am endm ents facilitate e- 
com m erce and  m ay have to be  addressed.

It must be  no ted  that evidentiary difficulties 
m ay arise in proving the existence of events in 
cyberspace because  of its transient and  in tan­
gible nature.

Jurisdiction and conflict of laws

The Internet com m erce poses un ique  juris­
d ictional difficulties for courts a round  the 
world because e-com m erce orders, e-mails, 
w eb posting, dow nloads, leap  from com pu ter 
to  com puter with no  regard for national bor­
ders. Also the Enforcem ent of such a judge­
m ent w ould necessarily not follow.

Faced with a transboundary  nature of the 
internet con tract an d  problem  of admissibility 
of evidence the alternate d ispute resolution 
m echanism s such as arbitration, m ediation or 
expert determ ination  may have to  be  consid ­
ered.

Electronic crime

A C om puter Crim es Act is a  crying n eed  if e- 
com m erce is to be  successful. The C ouncil of 
Europe has stipulated a  minim um  list of co m ­
pu ter related offences necessary for a  crim inal 
policy ie-Com puter Fraud, C om puter forgery, 
D amage to  C om puter Data o r C om puter Pro­
gram s, C om pu ter Sabotage, U nau th o rized  
Access, U nauthorized Interception.

Tax

The traditional system of taxation based  o n  a 
physical p resence within a tax jurisdiction has 
b een  jettisoned by the e-com m erce revolution. 
The po ten tia l sp eed , un-traceability  a n d  
anonym ity of e-transactions providing digitized 
goods and services may create  new  possibili­
ties of tax avoidance and evasion.

Ideally for e-com m erce to  develop the tax 
obligations m ust b e  clear, transparent and  pre­
dictable an d  no  extra burden b e  im posed com ­
pared  to the traditional com m erce.

The tax regim e to  regulate e-com m erce is 
being hotly d eba ted  in som e countries. The US 
have decided  not to  im pose any tax on e-com- 
m erce for the first three years. The OEDC has 
undertaken to draw  up a  global program  on 
elec tronic com m erce  regulation.


