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The most commonly sta-
ted motive for data protec-
tion legislation is to protect
individual privacy from be-
ing compromised by com-
puterization and to provide
a framework for finding a
balance between the inter-
ests of the individual, the
data user and the communi-
ty at large.

Countries without a data
protection law may lose
business from Europe be-
cause the EU Directive on
the Protection of Personal
Data prohibits the transfer
of personal data to non-EU
countries that do not meet
the European "adequacy"
standard for data protec-
tion. As a result, this Direc-
tive places burdens on Sri
Lanka and others countries
that collect personal data
online. The absence of data
privacy legislation in India
has proved to be a handicap
to Europe and the U.S.A. in
business process outscoring
to Indian companies.

In many countries, in-
cluding Sri Lanka, laws
have not kept up with the
technology, leaving signifi-
cant gaps in protection. In
other countries, law en-
forcement and intelligence
agencies have been given
significant  exemptions.
Therefore the mere pres-
ence of laws may not pro-
vide adequate protection.

Online business or online
delivery of public services
means feeding personal da-
ta to the computer, and hav-
ing it transmitted from one
place to another. Data col-
lectors or service providers
or data registers are in-
volved in this activity.
Therefore the personal data
of customers and citizens
should be protected by law
without keeping any room
for manipulation, possible
misuse or unauthorized dis-
closure to a third party.

Threats to
privacy
Consumer  awareness
about privacy is increasing,
particularly among Internet
users. Sooner or later, con-
sumers will demand that
ir privacy be respected
usiness. This may re-
e some modification to
ness practices and cus-
er service and may in-
e costs not previously
ilmrred. Even American
big business has accepted
that privacy is a concern
that must be addressed. All
the public surveys conduc-
ted by and for big business
in America showed a lack
of confidence that consum-
ers' personal information
would be protected if they
entered into transactions on
the Internet. Privacy con-
cerns have been clearly
identified as a barrier to the
development of e-business.
Personal information that
an individual would prefer
not to disclose to others can
be obtained from imprints
left by identifiers on the
hard drive of a computer.
For instance, in registering
Microsoft Word, an identi-

fier was placed on the hard
drive that could have per-
mitted Microsoft to track
all movements on the Web.
Although Microsoft
changed the registration
system, an identifier is now
made through registration
of Microsoft Media Player,
as well as through other
software systems.

Web bugs can disclose
personal information that
many of us would prefer to
keep confidential. Web
bugs are images embedded
in a web page that can
transmit information to a
remote computer when the
page is viewed. The remote
computer can track which
computer accesses which
page. They are also known
as clear GIFs, or 1x 1GIFs.
A web bug is a tiny graphic,
included in a web page or
e-mail message, used to
identify who or how many
people are viewing the ma-
terial. They can be placed
in the image tags ofthe un-
derlying HTML code of the
page and they can also be
placed in HTML enabled e-
mail messages. For in-
stance,  Toys-R-Us.com
used a tracking device to
compile information about
online shoppers but stopped
after it was discovered.

Internet Service Provid-
ers (ISPs) can divulge a
host of information about
an individual, including
name, address, and credit
card. They can recapture e-
mail that was sent through
their services. In addition,
ISPs can recapture session
information, such as the
URLs visited by a user
through its service. ISPs at
times have disclosed pri-
vate information about in-
dividuals, leading to em-
barrassment and adverse
employment consequences

Cookies are small text
files placed on an Internet
user's computer when a
website is accessed. They
contain information sent by
the server to the user's
browser. If desired, a web
user can sometimes view
cookies in the source code
ofthe header ofaweb page.
However, generally, the in-
formation collected is not
displayed to the user, but is
recorded, tracked, and stor-
ed by the user's computer
and browser. The website
can read the cookie later to
identify the personal prefer-
ences. Such information
will enable the user to navi-
gate the website more easi-
ly on return visits. Web-
sites, for instance, can re-
call registration informa-
tion, so that users need not
re-register each visit. Simi-
larly, cookies enable each
user to move forward and
backward within a site.
Most cookies last during a
user's "session,” but some
can be programmed to last
forever ~ persistent cookies
—with the corresponding
power to keep track of the
user's movements on the
Web!

Moreover, marketers can
then use information about
an individual's use of a site
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to tailor and fine tune sales
and promotional offers to
consumers, whether on the
Web, via email, or at home.
Marketers bring informa-
tion to those who may not
know of particular goods
and services. Information
links sellers to willing buy-
ers, helping achieve a more
efficient economy. To some
extent, individuals who
choose to participate in
commercial transactions
must give up some personal
information to have access
to credit and other financial
services.

Such information, how-
ever, can also be used to re-
veal all of our personal hab-
its. 1f marketers share infor-
mation with each other, an
entire mosaic is created re-
vealing our buying pat-
terns, our browsing inter-
ests, and the time we spend
on the Internet. Many fear
the adverse consequences if
that information gets into
the wrong hands.

Individuals can disable
cookies by setting their
browsers not to accept
them. Some websites will
not do business with such
users, and in any event, dis-
abling cookies makes navi-
gation through websites
quite cumbersome.

Information about an in-
dividual's tastes and leisure
activity has economic val-
ue, and the exchange of
such information helps
grease the economy. Sri
Lanka has never banned the
sale of such data, despite
the potential impact on pri-
vacy. There are, however,
many different levels of le-
gal protection for privacy
when websites and e-com-
merce firms - without con-
sent -- use private informa-
tion for commercial purpo-
ses. No comprehensive pro-
tection exists.

In many countries there
is a general law that gov-
erns the collection, use and
dissemination of personal
information by both the

public and private sectors.
An oversight body then en-
sures compliance. This is
the preferred model for
most countries adopting da-
ta protection laws and was
adopted by the EU to en-
sure compliance with its
data protection regime.

Sri Lanka's 1978 Consti-
tution does not explicitly
recognize the right to per-
sonal privacy as a basic
fundamental right though
subsequent proposals en-
visaged the right to privacy
as a fundamental right. The
government has not intro-
duced any specific legisla-
tion, which protects the in-
dividual privacy or collec-
tion of personal informa-
tion. The only legislation,
which refers to this area, is
the 1991 Telecommunica-
tion Act that too refers to
interception of communica-
tion.

The Common Law in Sri
Lanka does not recognize
any right to protect person-
al information. It only per-
mits peripheral protection
or remedial action for inva-
sions of privacy stemming
from the inappropriate use
ofpersonal data.

It is possible to include in
the terms of a contract ex-
press protection for person-
al information. Typically,
such provisions are broader
than just personal informa-
tion; they extend to the pro-
tection of all information
flowing between the parties
to the contract. These types
of clauses supplement any
existing rights the parties
may already have under the
tort of breach of confiden-
tiality. The contractual rela-
tionship is not the essential
ingredient, which has given
rise to these protections;
rather, it is the confidential
nature of the relationship.
Special relationships exist
between banks and custom-
ers, doctors and patients
and lawyers and clients.
They may also exist in a
non-contractual context; for

example, confidentiality
between priests and their
parishioners. The ability of
the law of contract to pro-
vide a solution is severely
limited because most data
subjects are not in a con-
tractual relationship with
the data collectors or users.
Thus there are no express
or implied contractual
rights bestowed upon the
data subject.

Negligence

There are various possi-
bilities in tort. The most ob-
vious possibility would be
an action brought by the da-
ta subject against the data
controller for negligent use
of storage of the data. This
may be because a third par-
ty has gained unauthorized
access to personal data
about the data subject due
to the direct or vicarious
negligence of the data con-
troller. Such an action will
ibe possible only where a
duty of care owed by the
data controller to the data
subject is established, and
this will involve inter alia a
consideration of the nature
ofthe information.

Trespass consists of the
wrongful entry by the de-
fendant onto land belong-
ing to the plaintiff without
consent, the plaintiff being
the rightful possessor ofthe
land.

Defamation is a cause of
action intended to protect
the reputation of a person
whose standing has been
lowered inthe estimation of
"right thinking members of
society" by the publication
of derogatory and untrue
statements. The electronic
dissemination of derogato-
ry statements about a data
subject through discussion
groups or other Internet fa-
cilities will provide the sub-

ject matter with a course of
action in defamation provi-
ded that they are untrue.

Where a person inten-
tionally or recklessly con-
ducts himselfso as to cause

emotional distress to others,
he is liable for that distress.
Conceivably, the same
course of action would lie
where a person revealed
personal information de-
signed to cause the data
subject acute embarrass-
ment. It is essential that the
injury suffered be of an en-
during or physical nature.

Another tort requires
misconduct by the holder of
a public office. The breach
of the statutory duties of
confidence imposed upon
public servants in relation
to personal data accessed or
used in the course of their
administrative duties, for
example, would give an ag-
grieved data subject a
course of action here.

Global consistency is
fundamental to achieving
effective privacy protec-
tion. If different standards
and approaches are taken,
the confusion that would
result could well undermine
rather than enhance con-
sumer protection and it
could hinder the develop-
ment of E-business. If one
stand is to be adopted glob-
ally, the Informational Pri-
vacy Principles based on
OECD guidelines and Eu-
ropean Directives would be
a practicable solution.
Therefore Sri Lanka's draft
Data Protection law should
be based on these princi-
ples.

Personal information
must not be collected where
it is gathered by unlawful
means; for example theft.
Moreover, this principle ex-
tends to collection by unfair
means.

The principle of solicita-
tion of personal informa-
tion from individuals is de-
signed to ensure that agen-
cies that collect personal in-
formation take steps to
make the data subject
aware of the purpose for
which the information is
being collected and, where
the information is passed
on by the collector, the de-
tails of the person or per-
sons who receive the infor-
mation.

Where information is
collected through a process
of solicitation, the collector
must ensure that reasonable
steps are taken to determine
the relevance, complete-
ness and currency of the da-
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ta. In addition, this princi-
ple requires that the infor-
mation collected does not
unreasonably intrude upon
the 'personal affairs' of the
data subject.

Storage and security of
personal information is an
important principle, which
lies at the heart ofthe integ-
rity and security of the per-
sonal information that is
collected and stored. The
term 'record-keeper' is in-
troduced here. The record-
keeper must ensure that se-
curity safeguards that are
appropriate in the circum-
stances are taken to prevent
loss, unauthorized access,
use, modification or disclo-
sure or misuse of informa-
tion.

The principle of altera-
tion of records containing
personal information sets
out the rights of the data
subject in relation to ensur-
ing the quality ofthe infor-
mation held about him or
herself. Appropriate correc-
tions, deletions and addi-
tions are required to ensure
that the record of personal
information conforms to
the principle.

A record-keeper who has
possession or control of a
record that contains person-
al information shall not use
that information without
taking such steps (ifany) as
are, in the circumstances,
reasonable to ensure that,
having regard to the pur-
pose for which the informa-
tion is proposed to be used,
the information is relevant,
accurate, complete and not
misleading.

Personal information on-
ly to be used for relevant
purposes - the intention of
this provision is clearly to
prevent misuse of informa-
tion where it is not relevant
to the purpose for which it
will be used.

Limits of

disclosure

Arecord-keeper who has
possession or control of a
record that contains person-
al information shall not dis-
close the information to a
person, body or agency
(other than the individual
concerned) unless, the indi-
vidual concerned has been
informed that the informa-
tion of that kind is usually
passed to that person, body
or agency or the individual
concerned has consented to
the disclosure and the dis-
closure is required or au-
thorized by law.

Any information relating
to ethnic or racial origin,
political opinions, religious
or philosophical beliefs,
trade union membership,
health or sexual life shall
not be used or disclosed by
a record-keeper without the
express written .consent,
freely given, ofthe individ-
ual concerned. Information
relating to an individual's
criminal history may only
be processed as required or
authorized by law.

An essential aspect of
any privacy protection re-
gime is oversight. In most
countries with a data pro-
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lvacy concerns

tection act, there is also an
official or agency that over-
sees enforcement ofthe act
This must be absolutely an
independent  supervisory
authority. Independence is
also a problem in many
countries; the agency is un-
der the control of the politi-
cal arm of the government
or a part of the ministry.
This agency is given con-
siderable power; govern-
ment must consult this
agency when it draws up
legislation relating to the
processing of personal
information; the body also
has the power to conduct
investigations and have a
right to access information
relevant to their investiga-
tions; impose remedies
such as ordering the de-
struction of information or
ban processing, and start le-
gal proceedings, hear com-
plaints and issue reports.
The agency is also general-
ly responsible for public
education and international
liaison in data protection
and datatransfer.

A major problem with
many agencies around the
world is a lack of resources
to adequately conduct over-
sight and enforcement. In-'
dependence is also a prob-
lem. In many countries, the
agency is under the contro
of the political arm of the
government or part of a
particular ministry and
lacks the power or will tc
advance privacy or critici-,
zes privacy invasive pro-
posals

Unlike the European Un-
ion, the United States tradi-
tionally has adopted a dif
ferent approach to data pro-
tection. The EU embraces
privacy as a fundamental
right and thus considers
comprehensive legislation
as the most appropriate
means to protect personal
information. Such an ap-
proach requires the crea-
tion of government data
protection agency and ap-
proval before the process-
ing of persona data. By
contrast, many Americans
believe in the free market
and are suspicious of gov-
ernment intrusions. There-
fore U.S. approach relies
on a mix of legislation, ad-
ministrative regulation and
industry  self-regulation
through codes of conduct
developed by industries as
an alternative to govern-
ment regulation. It is not
too late for Sri Lanka to ac-
cept the benefits of globali-
zation and be absorbed into
the international trade sys-
tem. Any proposed data
protection law should be
based on the European
model of the EU directive
and the data privacy princi-
ples because the U.S. data
protection model is an ad
hoc one and without an in-
dependent authority to pro-
tect and implement data
users rights.
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versity of Colombo)



