
Wireless -  beyond the myt
The myths and facts associated with wireless plant communications

Wireless technology makes it 
possible to incorporate new strate­
gic measurements and other data to 
solutions that simply were either 
not practical or even possible to im­
plement in a wired communica­
tions environment.

When wireless technology is 
used, solutions for process optimi­
sation, device management, real­
time equipment condition monitor­
ing, energy management, person­
nel tracking, asset tracking, securi­
ty, and enterprise asset manage­
ment can all work in unison to ad­
dress both industrial asset utilisa­
tion and availability.

There are some limitations to a 
wired infrastructure, especially in 
the plant environment. New appli­
cations often require upgraded ca­
bling and expansion to existing ap­
plications may require additional 
cabling.

Along with the cabling itself, 
there are many associated costs 
with this kind of infrastructure. In 
order to expand cabling within a 
plant, costly engineering studies 
need to be performed so that the 
most appropriate wiring locations 
and paths can be determined.

Also, depending on the age and 
condition of the existing environ­
ment, some issues may need to be 
remediated when cabling is added. 
For example, asbestos may exist be­
hind walls that are used to house 
the cabling. Trenching may be re­
quired to run new cablig. The envi­
ronment inherently raises issues 
that need to be taken into consider­
ation, such as excessive heat, mag­
netic fields, and other characteris­
tics of a plant environment. Wire­
less networking can be used to 
eliminate these problems.
.Wireless networks provide the 

connectivity required by the exist­
ing and new applications, but also 
allow for some additional benefits. 
Deploying a wireless network for a 

s gprticular application allows ac- 
g jpSs even in places'where it is im- 

possftle to run cables. A wireless 
network can be designed to be self- 
healing and redundant so that sin­
gle points of failure in the network 
are virtually eliminated. Roaming 
can be configured so that a mobile 
worker can traverse the entire 
plant and never lose connectivity to 
a centrally managed application.
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Strategic  site review

' As in the case of wired network­
ing deployments, an engineering, 
or site, survey will need to be per­
formed in order to determine the 
most efficient placement of wire­
less networking devices. Typically 
these studies are considerably less 
expensive than studies executed for 
wired networks.

A properly designed and de­
ployed wireless network is fully ex­
pandable and has a very short-term 
return on investment (ROI).

For this reason, IPS uses a team 
approach to developing wireless 
solutions. This begins with a strate­
gic review that includes represen­
tatives from various functional 
units to ascertain current, near- 
term and future needs. It also in­
volves working closely with the fa- 
cility/corporate IT department to 
address connectivity and se­
curity needs and require­
ments. Crucial, too, is the RF 
site survey that not only as­
certains current wireless ac­
tivity at a particular facility, 
but also RF signal measure­
ments and coverage.

When this has been carried 
out, IPS engineers are able to 
generate a low-impact, high­
ly-coordinated, non-disrup- 
tive, comprehensive report 
that includes both strategic 
alternatives and a recom­
mended action plan.

For example, the report is 
vendor agnostic, being driv­
en by best practices rather 
than particular suppliers. It 
takes a holistic systems ap­
proach to security, uses a 
common wireless infra­
structure, and integrates 
third-party solutions into 
the total offering. The re­

sult is a proposal for fully engi­
neered solutions aimed at: process 
optimisation; safety and security; 
asset performance maintenance; 
asset management material track­
ing; condition monitoring; and IT 
communications.

In addition, IPS experts continu­
ally audit technology evolution, 
vendor strategies, standards bod­
ies, and government regulation and 
compliance issues. Working with 
wireless partners such as Apprion, 
Alvarion and 3eTI ensures that po­
tential customers have the very lat­
est on ION, WiMax and WiFi tech­
nologies respectively

M y th s  an d  facts
The catch-all term ‘wi-fi’ refers to 

the protocols contained in the 
802.11a, b, and g standards, which 
represent wireless technologies 
typically deployed in the home, of­
fice, and plant environment. Be­
ware of sales hype: it is a myth that 
the a and g standards operate at 
54Mbps but on different frequen­
cies. 802.11b and 802.llg  utilise the 
same wireless frequency range 
(2.4GHz), but offer different speeds. 
802.llg  is significantly faster, pro­
viding a data rate of 54 Mbps, while 
802.11b provides 11 Mbps.

From a distance perspective, wi­
fi can be classified into indoor and 
fixed outdoor wireless. Distances of 
up to 25 km can be achieved with 
fixed outdoor wireless using either 
2.4- or 5-GHz frequency by choosing 
a high-gainagantenna (provided 
there is line of sight). In indoor ap­
plications, fixed outdoor wireless 
offers a distance up to 100 metres; 
however, interior building materi­
als reduce the signal work efficien­
cy from 30-50 metres between devi­
ces.

Another drawback for these tech-
mm

nologies is that a number of other 
devices, such as cordless tele­
phones and microwave ovens, also 
utilise the 2.4-GHz band. A properly 
conducted site survey will deter­
mine these points of contention 
and will assure that they are allevi­
ated in the final design and deploy­
ment.

802.11a, bn the other hand, uti­
lises the 5-GHz band, providing 
speeds up to 54 Mbps. The advant­
age of using this protocol is that, 
since few devices utilise the 5-GHz 
band, interference or signal conten­
tion is virtually non-existent. Also, 
while 802.11b and 802.llg  are com­
patible with each other, 802.11a is 
not compatible with either, so once 
again, there are few devices com­
peting for this frequency. Note that 
802.lln , the multi-in multi-out 
standard, has yet to be ratified. Fi­
nally there is the 802.lly  standard, 
but this is only in use in the US at 
the moment.

Security  issue
Wireless security is another hot­

bed for myths. For example, it is a 
myth that wireless networks are 
easily hacked. If implemented 
properly they are also very secure 
against jamming, too. It is a fact 
that wireless networks could be in­
secure, but an attac would require 
in-depth knowledge and some very 
expensive equipment. It is also a 
fact that security measures do 
slow down wireless speeds.

Now let us look at the security 
standards. Wireless equivalent 
privacy (WEP) is intended to pro­
vide confidentiality. However, it j 
has several serious weaknesses, 
not least that it can be cracked 
within minutes using readily- 
available software. WEP2 is a 
stop-gap enhancement designed
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to overcome this, and has the add­
ed advantage of being implementa- 
ble on equipment that is not able to 
handle wi-fi protected access 
(WPA) or WPA2.

For its part, WPA was establish­
ed as an intermediate measure 
during the preparation of 802.Hi. 
Its password or pass phrase must 
be great than 6-8 characters to en­
sure full security. WPA2 goes to the 
next level, implementing the now 
mandatory requirements of 
802.lli. Importantly, WPA2 also in­
troduces AES-based ‘counter mode 
with cipher block chaining mes­
sage authentication code’ (CCMP) 
algorithm. CCMP is now mandato­
ry for all new devices.

Then there is WPA2 PSK, or pre­
shared key mode. This ideal for 
homes and small offices and re­
quires each user to enter a pass 

phrase before access is possible. 
Such phrases can use 8-63 print­
able ASCII characters or 64 
Hex. Bear in mind, however, 
that a weak pass phrase equals 
weak security.

Finally there is the extensi­
ble authentication protocol 
(EAP) under WPA and WPA2. 
This is a universal authentica­
tion framework that employs a 
number of authentication pro­
tocols and also implements a 
four-way handshake. Here, the 
AP sends a nonce-value to the 
client who now has all the at­
tributes to construct the pair­
wise master key (PMK). The 
client sends its own nonce-val­
ue to the AP, together with a 
message identity code (MIC). 
The AP sends the group tem­
poral key (GTK) and a se­
quence number with a MIC. 
The client then sends confir­
mation and as soon as the
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PTK is obtained, it is divided into 
five separate keys.

In real life
One IPS client needed to con­

stantly monitor the temperature 
profile on a steam pipe in order to 
reduce condensation and prevent 
damage that could have run into 
millions of Dollars. A wired solu­
tion proved to be logistically unfea­
sible, so a wireless solution was 
successfully implemented.

Another client was keen to boost 
perimeter security with the addi­
tion of motion detection, video qnd 
other sensors. Because of the ter- ( 
rain around the site and the prohjb- 1 
itive cost of a. wired solution, a 
wireless network was implemented.

In another project, IPS helped a 
client meet Occupational Safety 
and Health Administration 
(OSHA) recommendations that 
there should be activation notifica­
tion whenever a safety shower is in 
use. The task of installing activa­
tion sensors on over 1000 showers 
and integrating them with emer­
gency services proved an ideal use 
of wireless technology.

Although many myths still sur­
round the use of wireless technolo­
gy, it is becoming increasingly ac­
cepted by many industries around 
the world. As a result, IPS has al­
ready successfully implemented 
wireless projects for a diverse 
range of companies, including: On­
tario Power, Petro Canada, Husky 
Energy, PPG, Tate & Lyle, Bowater, 
Texas Utilities, Florida Power, 3M, 
Huntsman and Orlando Utilities - 
to name but a few.

Today potential applications of 
wireless technology include such 
broad-ranging applications as per­
sonnel tracking/locating, field op­
erator efficiency, field mainte­
nance efficiency and plant security. 
Add to this a host of others - in­
cluding process management, safe­
ty event monitoring, leak detec-_ 
tion, key perfom ahc^pw i^iiv  
ments and disaster recovery - and 
it's not hard to see why wireless is 
becoming the technology of choice 
for an increasing number of com­
panies.

Gary Williams is Principal 
Consultant Wireless EMEA En­
terprise Networks & Security 
Services with Invensys Process 
Systems (IPS).
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