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Abstract 
Analog circuits are tested by stimulating them with 
known test patterns and checking each node in the 
signal propagation path with an oscilloscope. If and 
when an unexpected response is detected, that part of 
the circuit is suspected and further investigated in or­
der to locate the defective component. 

Digital circuits however differ radically from analog 
circuits not only in the type of waveforms that are 
encountered but also they may be having more than 
one signal input. But if a digital system can be prop­
erly controlled so that its inputs form a well defined 
input pattern, then each and every node will be exer­
cised through a fixed pattern of events. For each node, 
the same pattern will occur every time the stimulation 
program is run, and this can be used to verify the cor­
rectness of the node. If the measured pattern differs 
from the expected, then a fault can be inferred be­
tween it and the stimulation points of the system. 
Given a fixed test pattern, then for any node the pat­
tern measured will be unique and can be used to 
check it on a go/no go basis. The term signature has 
been applied to the measured response of a node to a 
known test pattern, by analogy with the uniqueness 
of a person's hand written signature. This concept has 
led to an area called signature analysis. 

1.0 Introduction 
Common test equipment for analog circuit testing are 
the multimeter and the oscilloscope. For digital circuit 
testing common equipment are the logic probe, the 
logic pulser and the logic comparator. These hand 
held instruments are used either to excite or to check 
individual nodes in a digital circuit. An oscilloscope 
can be used to a Limited extent to test digital circuits. 

The hand held tools mentioned above play an impor­
tant role when analysing faults in conventional digital 
circuits. However their application is limited in the 
case of microprocessor based bus structured systems 
where information appear on a large number of lines 
simultaneously and in a sequential form. To under­
stand the operations that occur in a microcomputer 
system one has to have equipment which can capture 

and display, in a suitable form, the information on 
many lines, and have the ability to qualify the infor­
mation he wishes to study clearly. Simple hand held 
tools cannot perform these functions and this has led 
to the development of test equipment specially de­
signed to cope with the demands of troubleshooting 
in complex bus structured systems. 

To address these needs, the technique of signature 
analysis and the signature analyser for component 
level troubleshooting of microprocessor based sys­
tems had been-developed [5]. A signature analyser 
compresses a long digital bit sequence derived from a 
circuit node typically to a 16-bit signature, and dis­
plays it in a suitable format. 

These signatures are unique to those nodes in the sys­
tem if the system under test is excited by the same in­
put. By comparing these actual signatures to the ref­
erence signature, a trouble-shooter can back trace to a 
faulty node. By designing or retrofitting signature 
analyser to digital products, a manufacturer can pro­
vide manufacturing test and field service procedures 
for component level repair, without dependence on 
expensive board exchange programmes [5]. 

2.0 Theory 
If a digital circuit can be stimulated with a known re-
peatable test pattern, and if a node in this circuit gen­
erates a repeating binary sequence when the above 
test pattern is repeated, the repeating binary sequence 
at the node can be used to identify the node. This re­
peating binary sequence at a node may contain hun­
dreds of bits. Therefore, to identify the node, there 
must be a method to identify the correct bit sequence 
which should occur at a node when the circuit is 
stimulated by the repeatable test pattern. 

Basically there are two methods to identify a node. 
These are transition counting and cyclic redundancy 
checking (CRC). Signature analysis emulates transi­
tion counting, while using CRC. 
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Fig 1: Block Diagram of the Signature Analyser 

4.0 Implementation 

4.1 Shift Register and Feedback Network 

The 16-bit shift register, which is a 74673 has two reg­
isters. One is the 16-bit serial I /O shift register and the 
other one is the 16-bit parallel-out storage register. 
The shift register is configured to operate in. serial in­
put parallel output (SIPO) mode. The XOR feedback 
makes the final output dependent on the entire bit 
stream and the inputs of the XOR feedback are de­
rived from 7, 9, 12 and 16th bits of the shift register 
and the output is again XORed with the input bit 
stream as shown in Figure 2. 

4.2 Logic Probe 

The circuit diagram of the logic probe constructed is 
given in Figure 3. As Figure 3 shows a buffer ampli­
fier, a schmitt trigger and an inverter are used in the 
circuit. The buffer amplifier has a high input imped­
ance which prevents the system being loaded and the 
schmitt trigger is used for pulse reshaping. The buffer 
amplifier is constructed using an LM 324 op-amp and 
the schmitt trigger is an 7413 inverting schmitt trigger. 
A 7400 inverter is used to get a non inverting output. 
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One established technique is simply to count the 
number of transitions of the signal from one logic state 
to the other, and use the final count value as an iden­
tifier for the node. This is known as transition count­
ing. 

The implementation of transition counting as a testing 
method must employ some form of instrument which 
will count every transition that occur between start 
and stop signals. 

2.2 Cyclic Redundancy Check (CRC) Codes 

CRC codes are used to detect single bit and multiple 
bit errors in high speed synchronous data links. To ex­
plain the CRC scheme, consider a bit stream polyno­
mial B(X) and a generator polynomial G(X). If B(X) is 
divided by G(X), the quotient is Q(X) and the remain­
der is R(X). 

B(X) = Q(X).G(X) + R(X) 

In a CRC scheme the bit stream to be sent is divided 
by a generator polynomial and the remainder or the 
residue is appended onto the transmitted bit stream. 
At the receiving end, the incoming bit stream and 
residue are divided by the same polynomial used at 
the sending end. 

If no error occurs during transmission, the remainder 
after this division must be all zeros. If not the position 
of l's indicate where the errors has occurred in the 
transmitted bit stream during transmission. 

If a repeating binary sequence at a node is divided by 
a generator polynomial, the remainder or the residue 
due to this division can be used as an identifier for 
that node. 

3.0 Design 

The basic block diagram of the design is shown in Fig­
ure 1. Referring to Figure 1, the gate will be opened by 
the rising edge of the start/stop signal. At this mo­
ment the clock signal is also input to the shift register 
through the control unit. When the gate is open the 
logic probe will input a serial bit stream to the shift 
register, which is a serial input parallel output (SIPO) 
shift register. The feedback network will implement 
the division of the bit stream by some characteristic 
polynomial. The gate will be closed by the trailing 
edge of the start/stop signal. This will also block the 
clock signal input to the.shift register. After the gate is 
closed the residue in the shift register is the remain­
der due to the division. This remainder is the 16-bit 
signature. This signature is then latched and subse­
quently displayed using a suitable code with the aid 
of four seven-segment display units. 
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Fig 2: Shift register with feedback 

4.3 The Control Unit 

Fig 3: Logic probe 
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In order to get a stable and constant signature for a 
particular node the data stream allowed to pass into 
the shift register has to be properly controlled. That is 
the bit stream should enter the shift register at the 
start of the signature intake and the gate should close 
with the stop signal. The start/stop signal for the sig­
nature and the clock signal for the shift register are 
derived from the system under test (SUT). The gate 
control and other control signals required by the shift 
register are derived by the control unit shown in 
Figure 4. 

The operation of this unit can be briefly described as 
follows: 

When the reset switch is pressed before taking a sig­
nature, it sets the flip flop 1 (ffl). Thus the Q output of 
ffl is at logic 1 and so do the D inputs of flip flop 2 
(ff2) and flip flop 3 (ff3). It also clears the Q outputs of 
ff2 and ff3. The pressing of the reset switch also clears 
the parallel-out storage register of the 74673 shift reg­
ister. This is due to the application of logic 0 on 
STMR* (Store Master Reset Input) pin of the shift reg­
ister. 

With the arrival of the rising edge of the start/stop 
signal, the input D in ff2 is transferred to its output 
while ff3 is not affected. This will make the output of 
the XOR gate logic 1. This allows the clock from SUT 
to pass into the shift register; sets the shift register to 
WRITE mode and the logic probe input to pass into 
the shift register through the gate. 



Then with the arrival of the trailing edge of the start/ 
stop signal, the input D in ff3 is transferred to its out­
put while ff2 is not affected. This will make the output 
of the XOR gate logic 0. This blocks the clock from the 
SUT; sets the shift register to READ mode and blocks 
the logic probe input to the shift register through the 
gate. Thus a stable signature will remain in the shift 
register, which will be held by the 74273 latches, ready 
to be displayed. 

4.4 The Display Unit 

The display unit, shown in Figure 5 is a multiplexed 
display unit whose clock runs asynchronously with 
the system clock. The outputs from the latches are in­
put to the 16-input 4-output multiplexer designed 
with 7408 AND gates and 7432 OR gates. These 4 out­
puts are input to the 2716 EPROM decoder, which has 
a 2 k ¥ 8 memory. 

The EPROM decoder is programmed to decode the 4 
inputs to either hexadecimal format or to the Hewlett 
Packard display code [2], given in Table 1, which can 
be selected by the output character selector switch. 
The outputs of the decoder are applied to the seven 
segment displays via 7416 inverter drivers. 

The display clock is designed using a 555 timer. The 
frequency of the clock is set high enough to make the 
display appear consistent. The decoder selects the 
multiplexer input port and the corresponding seven 
segment display together. So the correct digit is dis­
played at the correct instant. 

5.0 Error Detection in Computer Systems 
Using Signature Analysis 

5.1 Testing of System Kernel 

The microprocessor and its associated ICs of a com­
puter system are known as its kernel. This kernel can 
be tested by taking signatures from nodes in a free 
running mode. 

The computer is set to free-run mode by forcing the 
CPU to obey the same instruction, for example NOP 
(No operation) instruction. This is implemented by 
clamping a fixed instruction op-code into the data 
pins of the CPU [3]. This does nothing but increase 
the program counter by one every time. When the last 
address in the memory map is read the program 
counter automatically gets reset and this process con­
tinues. This type of activity is ideal for signature 
analysis because of the repetitive nature and every 
possible bit pattern applied to the address bus during 
this cycle. 

During free running the most significant address bus 
line will be low for half the total number of addresses 
and high for the second half. So this signal is ideal for 
start/stop signal needed by the signature analyser. 
For the clock signal READ line can be used since in the 
free running mode all the operations are merely read 
operations and READ signal will oscillate as each and 
every address is put into the address bus. 

2-Bit 
Counter \— 

2-to-4 
Decoder 

Clock 

Output from the Latches 

I I I I I I I I I I I I I I I I 

16-to-4 Multiplexer 

EPROM Decoder 

Inverting Buffers 

4 Seven Segment Displays 

Fig 5: The Display Unit 
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Table 1- Display Codes 

Binary Input Hexadecimal Code Hewlett - Packard 
Display Code 

0000 0 0 

0001 1 1 
1 0010 2 2 

0011 3 3 

0100 4 4 

0101 5 5 

0110 6 6 

0111 7 7 

1000 S 8 

1001 9 9 

1010 A A 

1011 b C 

1100 C F 

1101 d H 

1110 E P 

1111 F U 

5.2 R O M Testing During Free Run 

Even though the primary function of the free run test­
ing is to exercise the system kernel, it is possible to test 
any ROM during free run testing. Since during free 
run operation each and every memory location is read 
and ROM contains fixed instruction in them, it will 
form a fixed repeatable loop. Hence it can be com­
pressed to a unique signature by selecting proper 
start/stop and clock signals. 

Before a ROM chip is read, its CE (Chip Enable) line is 
activated. So it is possible to use this line as the start/ 
stop signal and since READ is enabled when each and 
every location is read, READ line can be used as the 
clock. 

5.3 R O M Testing Using a Test Loop 

ROM can also be tested by running a ROM test loop 
instead of the free nonning test. In this form of testing 
the start/stop signal is also generated by the software. 

5.4 R A M Testing Loop 

Unlike ROM there is no fixed bit pattern stored in 
RAM. So when we want to test with the signature 
analyser we want to first store some fixed bit patterns 
in the RAM and try to get the signatures. For example, 
storing '00H' and 'FFH' in alternate RAM locations. 

5.5 Input / Output Testing 

Input / Output ports can also be tested as ROMs and 
RAMs are tested. 

6.0 Conclusion 

The primary aim of this project was to design and im­
plement a signature analyser which can match with 
the requirements of such an equipment for test pur­
poses. 

Although the signature analyser designed differs from 
the commercially available ones, it is capable of per­
forming basic functions with good accuracy and it is 
less expensive. This signature analyser was imple­
mented using components available in the local market. 
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